¥aetna’ Notice of Privacy Practices

Para recibir esta notificacién en espariol por favor llamar al numero gratuito de Member Services
(Servicios a Miembros) que figura en su tarjeta de identificacion.

To receive this notice in Spanish, please call the toll-free Member Services number on your ID card.

This Notice of Privacy Practices applies to Aetna’s insured health benefit plans. It does not apply to
any plans that are self-funded by an employer. If you receive benefits through a group health
insurance plan, your employer will be able to tell you if your plan is insured or self-funded. If your
plan is self-funded, you may want to ask for a copy of your employer’s privacy notice.

This notice describes
how medical information about you
may be used and disclosed and how
you can get access to this information.

Please review it carefully.

Aetna’ considers personal information to be confidential. We protect the privacy of that information in
accordance with federal and state privacy laws, as well as our own company privacy policies.

This notice describes how we may use and disclose information about you in administering your
benefits, and it explains your legal rights regarding the information.

When we use the term “personal information,” we mean information that identifies you as an individual,
such as your name and Social Security Number, as well as financial, health and other information about
you that is nonpublic, and that we obtain so we can provide you with insurance coverage. By “health
information,” we mean information that identifies you and relates to your medical history (i.e., the health
care you receive or the amounts paid for that care).

This notice became effective on October 9, 2018.

How Aetna Uses and Discloses Personal Information

In order to provide you with insurance coverage, we need personal information about you, and we
obtain that information from many different sources — particularly you, your employer or benefits plan
sponsor if applicable, other insurers, HMOs or third-party administrators (TPAs), and health care
providers. In administering your health benefits, we may use and disclose personal information about
you in various ways, including:

Health Care Operations: We may use and disclose personal information during the course of running
our health business — that is, during operational activities such as quality assessment and
improvement; licensing; accreditation by independent organizations; performance measurement and
outcomes assessment; health services research; and preventive health, disease management, case
management and care coordination. For example, we may use the information to provide disease
management programs for members with specific conditions, such as diabetes, asthma or heart failure.
Other operational activities requiring use and disclosure include administration of reinsurance and stop
loss; underwriting and rating; detection and investigation of fraud; administration of pharmaceutical
programs and payments; transfer of policies or contracts from and to other health plans; facilitation of a
sale, transfer, merger or consolidation of all or part of Aetna with another entity (including due diligence
related to such activity); and other general administrative activities, including data and information
systems management, and customer service.

! For purposes of this notice, “Aetna” and the pronouns “we,” “us” and “our” refer to all of the HMO and licensed insurer subsidiaries of Aetna
Inc., including but not limited to the entities listed on the last page of this notice. These entities have been designated as a single affiliated
covered entity for federal privacy purposes.
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Payment: To help pay for your covered services, we may use and disclose personal information in a
number of ways — in conducting utilization and medical necessity reviews; coordinating care;
determining eligibility; determining formulary compliance; collecting premiums; calculating cost-sharing
amounts; and responding to complaints, appeals and requests for external review. For example, we
may use your medical history and other health information about you to decide whether a particular
treatment is medically necessary and what the payment should be — and during the process, we may
disclose information to your provider. We also mail Explanation of Benefits forms and other information
to the address we have on record for the subscriber (i.e., the primary insured). In addition, we make
claims information contained on our secure member website and telephonic claims status sites
available to the subscriber and all covered dependents. We also use personal information to obtain
payment for any mail order pharmacy services provided to you.

Treatment: We may disclose information to doctors, dentists, pharmacies, hospitals and other health
care providers who take care of you. For example, doctors may request medical information from us to
supplement their own records. We also may use personal information in providing mail order pharmacy
services and by sending certain information to doctors for patient safety or other treatment-related
reasons.

Disclosures to Other Covered Entities: We may disclose personal information to other covered
entities, or business associates of those entities for treatment, payment and certain health care
operations purposes. For example, if you receive benefits through a group health insurance plan, we
may disclose personal information to other health plans maintained by your employer if it has been
arranged for us to do so in order to have certain expenses reimbursed.

Additional Reasons for Disclosure

We may use or disclose personal information about you in providing you with treatment alternatives,
treatment reminders, or other health-related benefits and services. We also may disclose such
information in support of:

¢ Plan Administration (Group Plans)- to your employer, as applicable, when we have
been informed that appropriate language has been included in your plan documents, or
when summary data is disclosed to assist in bidding or amending a group health plan.

o Research — to researchers, provided measures are taken to protect your privacy.

o Business Associates — to persons who provide services to us and assure us they will
protect the information.

¢ Industry Regulation — to Government agencies that regulate us (different countries and
U.S. state insurance departments).

o Workers’ Compensation — to comply with workers’ compensation laws.
e Law Enforcement — to Government law enforcement officials.
o Legal Proceedings — in response to a court order or other lawful process.

e Public Welfare — to address matters of public interest as required or permitted by law
(e.g., child abuse and neglect, threats to public health and safety, and national security).

o As Required by Law — to comply with legal obligations and requirements.

o Decedents — to a coroner or medical examiner for the purpose of identifying a deceased
person, determining a cause of death, or as authorized by law; and to funeral directors
as necessary to carry out their duties.

¢ Organ Procurement — to respond to organ donation groups for the purpose of
facilitating donation and transplantation.

Required Disclosures: We must use and disclose your personal information in the following manner:

e To you or someone who has the legal right to act for you (your personal representative)
in order to administer your rights as described in this notice; and

¢ To the Secretary of the Department of Health and Human Services, as necessary, for
HIPAA compliance and enforcement purposes.
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Disclosure to Others Involved in Your Health Care

We may disclose health information about you to a relative, a friend, the subscriber of your health
benefits plan or any other person you identify, provided the information is directly relevant to that
person’s involvement with your health care or payment for that care. For example, if a family member
or a caregiver calls us with prior knowledge of a claim, we may confirm whether or not the claim has
been received and paid. You have the right to stop or limit this kind of disclosure by calling the toll-free
Member Services number on your ID card.

If you are a minor, you also may have the right to block parental access to your health information in
certain circumstances, if permitted by state law. You can contact us using the toll-free Member
Services number on your ID card — or have your provider contact us.

Uses and Disclosures Requiring Your Written Authorization

In all situations other than those described above, we will ask for your written authorization before using
or disclosing personal information about you. For example, we will get your authorization:

o for marketing purposes that are unrelated to your benefit plan(s),
o before disclosing any psychotherapy notes,

¢ related to the sale of your health information, and

o for other reasons as required by law.

If you have given us an authorization, you may revoke it in writing at any time, if we have not already
acted on it. If you have questions regarding authorizations, please call the toll-free Member Services
number on your ID card.

Your Legal Rights

The federal privacy regulations give you several rights regarding your health information:

e You have the right to ask us to communicate with you in a certain way or at a certain location.
For example, if you are covered as an adult dependent, you might want us to send health
information (e.g. Explanation of benefits (EOB) and other claim information) to a different
address from that of your subscriber. We will accommodate reasonable requests.

¢ You have the right to ask us to restrict the way we use or disclose health information about you
in connection with health care operations, payment and treatment. We will consider, but may not
agree to, such requests. You also have the right to ask us to restrict disclosures to persons
involved in your health care.

¢ You have the right to ask us to obtain a copy of health information that is contained in a
“designated record set” — medical records and other records maintained and used in making
enrollment, payment, claims adjudication, medical management and other decisions. We may
ask you to make your request in writing, may charge a reasonable fee for producing and mailing
the copies and, in certain cases, may deny the request.

¢ You have the right to ask us to amend health information that is in a “designated record set.”
Your request must be in writing and must include the reason for the request. If we deny the
request, you may file a written statement of disagreement.

¢ You have the right to ask us to provide a list of certain disclosures we have made about you,
such as disclosures of health information to government agencies that license us. Your request
must be in writing. If you request such an accounting more than once in a 12-month period, we
may charge a reasonable fee.

e You have the right to be notified following a breach involving your health information.

e You have the right to know the reasons for an unfavorable underwriting decision. Previous
unfavorable underwriting decisions may not be used as the basis for future underwriting
decisions unless we make an independent evaluation of the basic facts. Your genetic
information cannot be used for underwriting purposes.

e You have the right with very limited exceptions, not to be subjected to pretext interviews."

' Aetna does not participate in pretext interviews.
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You may make any of the requests described above (if applicable), may request a paper copy of this
notice, or ask questions regarding this notice by calling the toll-free Member Services number on your
ID card.

You also have the right to file a complaint if you think your privacy rights have been violated. To do so,
please send your inquiry to the following address:

HIPAA Member Rights Team
Aetna Inc.

P.O. Box 14079

Lexington, KY 40512-4079

You may stop the paper mailing of your EOB and other claim information by visiting www.aetna.com
and click “Log In/Register”. Follow the prompts to complete the one-time registration. Then you can
log in any time to view past copies of EOBs and other claim information.

You also may write to the Secretary of the U.S. Department of Health and Human Services. You will
not be penalized for filing a complaint.

Aetna’s Legal Obligations

The federal privacy regulations require us to keep personal information about you private, to give you
notice of our legal duties and privacy practices, and to follow the terms of the notice currently in effect.

Safeguarding Your Information

We guard your information with administrative, technical, and physical safeguards to protect it against
unauthorized access and against threats and hazards to its security and integrity. We comply with all
applicable state and federal law pertaining to the security and confidentiality of personal information.

This Notice is Subject to Change

We may change the terms of this notice and our privacy policies at any time. If we do, the new terms
and policies will be effective for all of the information that we already have about you, as well as any
information that we may receive or hold in the future.

Please note that we do not destroy personal information about you when you terminate your coverage
with us. It may be necessary to use and disclose this information for the purposes described above
even after your coverage terminates, although policies and procedures will remain in place to protect
against inappropriate use or disclosure.

Coverage may be underwritten or administered by one or more of the following companies: Aetna Health Inc.; Aetna Health of California Inc.;
Aetna Dental of California Inc.; Group Dental Service of Maryland Inc.; Aetna Health of the Carolinas Inc.; Aetna Health of lllinois Inc.; Aetna
Dental Inc.; Aetna Health of Washington Inc.; Aetna Life Insurance Company; Aetna Insurance Company of Connecticut; Aetna Health
Insurance Company of Connecticut; and Aetna Health Insurance Company of New York. Mail order pharmacy services may be provided by
Aetna R, Home Delivery, LLC.

GR-67806 (2-19) U 4


http://www.aetna.com

Aetna complies with applicable Federal civil rights laws and does not unlawfully
discriminate, exclude or treat people differently based on their race, color, national origin,
sex, age, or disability.

We provide free aids/services to people with disabilities and to people who need language
assistance.

If you need a qualified interpreter, written information in other formats, translation or
other services, call the number on your ID card.

If you believe we have failed to provide these services or otherwise discriminated based
on a protected class noted above, you can also file a grievance with the Civil Rights
Coordinator by contacting:

Civil Rights Coordinator,

P.O. Box 14462, Lexington, KY 40512 (CA HMO customers: PO Box 24030 Fresno,
CA 93779),

1-800-648-7817, TTY: 711,

Fax: 859-425-3379 (CA HMO customers: 860-262-7705), CRCoordinator@aetna.com.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or at: U.S. Department of Health and Human
Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC
20201, or at 1-800-368-1019, 800-537-7697 (TDD).

Aetna is the brand name used for products and services provided by one or more of the
Aetna group of subsidiary companies.
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TTY:711

English To access language services at no cost to you, call the number on your ID card.

Albanian Per shérbin?e pérkthimi falas pér ju, telefononi né numrin gé gjendet né kartén tuaj
té identitetit.

Amharic PL7% AINCRTT PANEL ATITTTE 100 OLEPT AL LAD-T RTC LLM-(r::

Arabic ) i) Ay e 3sa el G0 e Juai) ela )l Gl g (550 4 alll cilasall e Jgaanll
Qbp twpuptnnpws 1Eqyny wyddwp junphppunynipnit utnwbwnt hwdwp

Armenian quiiquhwpkp dkp pdojuljut wyywhnyuqpnipju pupwnh Jpu todus

hEtpwpinuwhwdwpny

Bantu-Kirundi

Kugira uronke serivisi z'indimi ata kiguzi, hamagara inomero iri ku karangamuntu
kawe

Bengali AN ATy T SRR (A0S 20T SRR ARG (83 F7CH (BRI el
comes(gC soecogieg 0egd 9000000:0$680EGYP: GRSEQSH 90& ID
Burmese .
0560 09§00 ¥s:800d3: 6ol &3l
Per accedir a serveis linglistics sense cap cost per a voste, telefoni al nimero
Catalan . ). e
indicat a la seva targeta d’identificacio.
Aron maakses ang mga serbisyo sa lengguwahe nga wala kay bayran, tawagi ang
Cebuano :
numero nga anaa sa imong kard sa ID.
Chamorro Para un hagq i sgtblsmn lengguahi ni dibatde para hagu, agang i numiru gi iyo-mu
kard aidentifikasion.
Cherokee GYo0d SOhA0J TOPOLGNJ C Alood JCEGWANJ AY, OPABWOb ©00Y J400J

hSAQI" O°OT ID IhARcod CVINT.

Chinese Traditional

AR P Yo Bl S s, T SRR DR B B B ) e R SR

Choctaw

Anumpa tosholi i toksvli ya peh pilla ho ish i payahinla kvt chi holisso kallo iskitini
holhtena takanli ma i payah

Chuukese

Ren omw kopwe angei aninisin eman chon awewei (ese kamé), kopwe kééri ewe
nampa mei mak won noum ena katen ID

Cushitic-Oromo

Tajaajiiloota afaanii gatii bilisaa ati argaachuuf,lakkoofsa fuula waraaqaa
eenyummaa (ID) kee irraa jiruun bilbili.

Dutch

Voor gratis taaldiensten, bel het nummer op uw ziekteverzekeringskaart.

French

Pour accéder gratuitement aux services linguistiques, veuillez composer le numéro
indiqué sur votre carte d'assurance santé.

French Creole

Pou ou jwenn sevis gratis nan lang ou, rele nimewo telefon ki sou kat idantifikasyon

(Haitian) asirans sante ou.
Um auf den fiir Sie kostenlosen Sprachservice auf Deutsch zuzugreifen, rufen Sie die
German
Nummer auf lhrer ID-Karte an.
Greek Mo tpooPaon OTIG UTINPEGLEC YAWOOAS XWPLG XPEWON, KAAEDTE TOV aplBUo otnv
Kapta aopaAlong ooc.
Gularasi IR 818 URL AL ctott WL [Aotl etnit ActA Retall HIZ, dAHRL MBS 518 UR
J R¥A oleR UR Sl 54l
.. No ka wala‘au ‘ana me ka lawelawe ‘Olelo e kahea aku i ka helu kelepona ma kau
Hawaiian - el e t=e 1= .
kaleka ID. Kaki ‘ole ‘ia kéia kokua nei.
L o= R e & 39T JaT3tt 7 3TN T & fAT, 379 313 18 W U A
Hindi v :
I el Y|
Yuav kom tau kev pab txhais lus tsis muaj ngi them rau koj, hu tus naj npawb ntawm
Hmong

koj daim npav ID.
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Inweta enyemaka asusu na akwughi ugwo obula, kpoo nomba no na kaadi njirimara

Igbo g
Tapno maakses dagiti serbisio ti pagsasao nga awanan ti bayadna, awagan ti
Ilocano .
numero nga adda ayan ti ID kardmo.
. Untuk mengakses layanan bahasa tanpa dikenakan biaya, silakan hubungi nomor
Indonesian . .
telepon di kartu asuransi Anda.
. Per accedere ai servizi linguistici senza alcun costo per lei, chiami il numero sulla
Italian . e
tessera identificativa.
Japanese EHDEREY—EXIX. DH—FIZHBIBESIZHEFELEELN,
C\)SOO'I O’JG'L'I ('QJ’DOO'I o110 8139 0120216100 (Slf)
Karen C\)gOOS’BPB 3991035:?0’)00?03939139810% CDP %DO'I QDSGQS%PCDS‘?%P?)I © (Sﬁ)
celevyieleatoni)
FE 050 MHAE O|85I2{H EY ID7LE0]| =5 & HZ E Mo}
Korean = Al
FHUAL.
Kru-Bassa I n‘yuu.kosna mahola. ni language services ngui nsaa wogui wo, sebel i nsinga i ye
ntilga i kat yong matibla
Kurdish (ID)s> (51 s (so_jla 3 43 45 (5o sy ¢ 55 30 (38 ot ey (501555 )3 4 (fdaS) e 52
o ' LA SOS
Lao @890 3NIwIZIRLCIeI, lukumacdluegludourarctosegu.
Marathi HTICATRT SIVTATET ehTTRIAT ST YaTIA T NEUATHTST, HTTeT 1D FHrsTaiel
ShHATHIGY Blel .
Nan bok jipan kon kajin ilo an ejjelok wonean nan kwe, kwon kallok nomba eo ilo
Marshallese .
kaatin ID eo am.
Micronesian- Pwehn alehdi sawas en lokaia kan ni sohte pweipwei, koahlih nempe nan amhw
Ponapean doaropwe en ID.
Mon-Khmer, iggjs s SuuhAYMMIRUSSSSIG IV AL
Cambodian wuiuTIgivnisimSuuaizuesishiiliuuEN S SIUTIN A HMS
Navai T*44 ni nizaad k’ehji bee nika a’doowot doo baah ilinigdo naaltsoos bee atah nil{jgo
avajo nanitinigii bee néé¢ho’dolzinigii béésh bee hane’i bika’igii 4aji’ holne’.
Nepali WW%QWWWWWWWW

e |

Nilotic-Dinka

Té koor yin ran de wéér de thokic ke cin wéu kor keek ténon yin. Ke yin caol ran ye kac
kuony né namba de abac t5 né ID kard du3n de tiit de nyin de panakim k3u.

Norwegian For tilgang til kostnadsfri spraktjenester, ring nummeret pa ID-kortet ditt.
%irig}slylvaman- Um Schprooch Services zu griege mitaus Koscht, ruff die Nummer uff dei ID Kaart.

Persian Farsi

A8 Gl 2 A lalid IS (g ead ad o Jled b (5G)) Hsh 4 () ledd 45 (oas S (51

Aby uzyskac¢ dostep do bezptatnych ustug jezykowych, nalezy zadzwoni¢ pod numer

Polish podany na karcie identyfikacyjne;j.

Para aceder aos servicos linguisticos gratuitamente, ligue para o nimero indicado
Portuguese = . 2

no seu cartao de identificacao.
Puniabi 3J3 B f5& fai SH3 @S Uarst Aee’ &t @93 996 S8, Wiie Weld 93

/ I3 ST ITs T
Romanian Pentru a accesa gratuit serviciile de limba, apelati numarul de pe cardul de membru.
. N1A Toro 4Tobbl 6€CcnNaTHO NOMYYNTb NOMOLLbL NEPEBOAUYNKA, MO3BOHUTE MO

Russian A y » PeBoA,

TenedoHy, NpuBeAEeHHOMY Ha Balen NAEHTUPUKALMOHHOM KapTe.
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Samoan

MO0 le mauaina o 'au‘aunaga tau gagana e aunoa ma se totogi, vala'au le numera i
luga o lau pepa ID.

Serbo-Croatian

Za besplatne prevodilacke usluge pozovite broj naveden na Vasoj identifikacionoj
kartici.

Para acceder a los servicios lingliisticos sin costo alguno, llame al nimero que figura

Spanish en su tarjeta de identificacion.

Sudanic Fulfulde H(_aeb.a a naasta nder ekkitol jaangirde woldeji walla yobugo, ewnu lamba je don
windi ha do derowol maada.

Swahili Kupata huduma za lugha bila malipo kwako, piga nambari iliyo kwenye kadi yako ya

kitambulisho.

Syriac-Assyrian

~Rouhin eha JL it (asuin AN Ssls fR U il I ods ane (@

e fnasn

Upang ma-access ang mga serbisyo sa wika nang walang bayad, tawagan ang

Tagalo .
£al08 numero sa iyong ID card.
2R VSO DF B0 GHot ©9otDEFER, N D& LD &) SoeaddRd S
Telugu &rem
RIeWe)
Thai wInYudaIn1stInsusnmImednnsn lag liddnlgane Iﬂixﬂimv\mmamﬁuamag;uuu”mﬂszﬁhﬁwawhu
Tonean Kapau ‘oku ke fiema’u ta’etotongi ‘a e ngaahi sévesi kotoa pé he ngaahi lea kotoa,
g telefoni ki he fika ‘oku ha atu ‘i ho’o ID kaati.
Turkish Dil hizmetlerine Ucretsiz olarak erismek icin kimlik kartinizdaki numarayi arayin.
Ukrainian LLlo6 6e3KOLWTOBHj OTPMMATN MOBHI MOCAYrK, 3a43BOHITb 328 HOMEPOM, BKa3aHWM Ha
BaLiN iaeHTUIKaMHIN KapTLi.
Usdu JBS 5y 500 255 3 S8 ID S row il o S silw, csn S wloas (ol
LS
. D& str dung céc dich vu ngdn ngit mién phi, vui Iong goi s dién thoai ghi trén thé ID
Vietnamese \ I .g I U NG g p 8 8¢ s al g
cua quy vi.
Yiddish S0IRP 1D PR IR YN OYT KDY ,IRYOR 11D 7D DYOINIVO TRIDW JWNIPRI X
Yoruba Lati rayesi awon isé ede fun o 16feé, pe ndmba té wa [6ri kdadi idanimo re.
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